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CONFIDENTIALITY STATEMENT FOR DRUG MEDI-CAL PATIENT DATA

The California Department of Alcohol and Drug Programs (ADP) is committed to protecting the
privacy and security of the client data with which we are entrusted. We have partnered with the
Department of Mental Health (DMH) to bring you your ADP Drug Medi-Cal data in a format that
enables you to perform your business functions more efficiently to the ultimate benefit of your
clients.

One of the outcomes of making your Drug Medi-Cal patient data accessible to you in an
electronic format is that it is more vulnerable to unintentional disclosure than if it were only
available as hard copy. You must be aware of this vulnerability and make every effort to secure
the information after it has been downloaded to your staff's desktop computers. DMH has
incorporated robust security measures into their system to protect the data until you receive it. It
is your responsibility to continue to protect this patient data.

Federal law and regulations protect the confidentiality of all alcohol and drug abuse patient
records. 42 Code of Federal Regulations, Subchapter A, Part 2: Confidentiality of Alcohol and
Drug Abuse Patient Records Section 2.13(a) and (b) describe the most basic elements of the
federal requirements. Section 2.13(a) states that:

The patient records to which these regulations apply may be disclosed or used only as
permitted by these regulations and may not otherwise be disclosed or used in any civil,
criminal, administrative, or legislative proceedings conducted by any Federal, State, or local
authority. Any disclosure made under these regulations must be limited to that information
needed to carry out the purpose of the disclosure.

Section 2.13(b) states that:

The restrictions on disclosure and use in these regulations and use of the patient data apply
whether the holder of the information believes that the person seeking the information already
has it, has other means of obtaining it, is a law enforcement or other official, has obtained a
subpoena, or asserts any other justification for a disclosure or use that is not permitted by
the regulations.

The rules generally prohibit re-disclosure of any patient identifying information except in
accordance with the patient’s written consent.

There are federal criminal penalties for unauthorized disclosure of up to $500 for the first offense
and up to $5,000 for each subsequent offense. Because the information you are receiving is in a
form that can easily be transmitted, copied, or viewed, it is essential that the appropriate security
precautions be observed.

If you would like more information, please contact Helen Novak, Information Security Officer,
California Department of Alcohol and Drug Programs, at (916) 323-9832.
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